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HOUSE BI LL 2574

St ate of WAshi ngt on 60t h Legi sl ature 2008 Regul ar Sessi on
By Representative Meller

Prefiled 01/09/08. Read first time 01/14/08. Referred to Commttee
on Technol ogy, Energy & Communi cati ons.

AN ACT Rel ating to securing personal information accessible through
the internet; anmending RCW 19.255.010; and adding new sections to
chapter 19.255 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. A new section is added to chapter 19.255 RCW
to read as foll ows:

(1) Any person or business that conducts business in this state
must use encryption to secure personal information if the person or
business is transmtting or storing personal information on a conputer
server primarily accessed through either a direct connection to the
internet, or a conputer network that is prinmarily accessed over the
i nternet.

(2) A person or business is in conpliance with this section if the
person or business wuses encryption practices that are generally
accepted by the industry.

(3) Any waiver of the provisions of this section is contrary to
public policy, and is void and unenforceabl e.

(4) This section does not apply to personal information transmtted
or stored on a closed network or a virtual private network.
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(5) The departnent of information services shall adopt rules to
i npl emrent this section.

NEW SECTION. Sec. 2. A new section is added to chapter 19.255 RCW
to read as foll ows:

The legislature finds that the practices covered by this chapter
are matters vitally affecting the public interest for the purpose of
appl ying the consuner protection act, chapter 19.86 RCW A violation
of this chapter is not reasonable in relation to the devel opnent and
preservation of business and is an unfair or deceptive act in trade or
coomerce and an unfair method of conpetition for the purpose of
appl ying the consumer protection act, chapter 19.86 RCW

NEW SECTION. Sec. 3. A new section is added to chapter 19.255 RCW
to read as foll ows:

The definitions in this section apply throughout this chapter
unl ess the context clearly requires otherw se.

(1) "Breach of the security of the systemi neans unauthorized
acquisition of conputerized data that conprom ses the security,
confidentiality, or integrity of personal information maintained by the
person or business. Good faith acquisition of personal information by
an enpl oyee or agent of the person or business for the purposes of the
person or business is not a breach of the security of the system when
t he personal information is not used or subject to further unauthorized
di scl osure.

(2) "Encryption" means use of an algorithm c process to transform
data into a formin which the data is rendered unreadabl e or unusabl e
w t hout use of a confidential process or key.

(3)(a) "Personal information" means an individual's first nanme or
first initial and last nanme in conbination with any one or nore of the
follow ng data el enents, when either the nanme or the data el enents are
not encrypt ed:

(i) Social security nunber;

(i) Driver's license nunber or Wshington identification card
nunber; or

(ii1) Account nunber or credit or debit card nunber, in conbination
with any required security code, access code, or password that would
permt access to an individual's financial account.
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(b) "Personal information” does not include publicly available
information that is lawfully nmade avail able to the general public from
federal, state, or |ocal governnent records.

Sec. 4. RCW19.255.010 and 2005 ¢ 368 s 2 are each anended to read
as follows:

(1) Any person or business that conducts business in this state and
that owns or |licenses conputerized data that includes personal
informati on shall disclose any breach of the security of the system
foll ow ng discovery or notification of the breach in the security of
the data to any resident of this state whose unencrypted persona
informati on was, or is reasonably believed to have been, acquired by an
unaut hori zed person. The disclosure shall be mde in the nost
expedi ent tinme possible and w thout unreasonabl e delay, consistent with
the legitimte needs of |aw enforcenent, as provided in subsection (3)
of this section, or any neasures necessary to determ ne the scope of
the breach and restore the reasonable integrity of the data system

(2) Any person or business that naintains conputerized data that
i ncl udes personal information that the person or business does not own
shall notify the owner or licensee of the information of any breach of
the security of the data immediately follow ng discovery, if the
personal information was, or is reasonably believed to have been,
acquired by an unaut hori zed person.

(3) The notification required by this section my be delayed if a
| aw enf orcement agency determnes that the notification will inpede a
crimnal investigation. The notification required by this section
shall be made after the | aw enforcenent agency determnes that it wll
not conprom se the investigation.
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A)) For purposes of this section and except under subsection
((68))) (5) of this section, "notice" may be provided by one of the
fol |l ow ng net hods:

(a) Witten notice;

(b) Electronic notice, if the notice provided is consistent with
the provisions regarding electronic records and signatures set forth in
15 U.S.C. Sec. 7001; or

(c) Substitute notice, if the person or business denonstrates that
the cost of providing notice would exceed two hundred fifty thousand
dol lars, or that the affected class of subject persons to be notified
exceeds five hundred thousand, or the person or business does not have
sufficient contact information. Substitute notice shall consist of al
of the follow ng:

(i) E-mail notice when the person or business has an e-mail address
for the subject persons;

(i1) Conspicuous posting of the notice on the web site page of the
person or business, if the person or business naintains one; and

(ti1) Notification to major statew de nedia.

((68))) (5 A person or business that mintains its own
notification procedures as part of an information security policy for
the treatnment of personal information and is otherw se consistent with
the timng requirenents of this section is in conpliance with the
notification requirements of this section if the person or business
notifies subject persons in accordance with its policies in the event
of a breach of security of the system
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((69)) (6) Any waiver of the provisions of this section is
contrary to public policy, and is void and unenforceabl e.

((28y)) (7)(a) Any custoner injured by a violation of this section
may institute a civil action to recover danmages.

(b) Any business that violates, proposes to violate, or has
violated this section may be enjoi ned.

(c) The rights and renedies available under this section are
cumul ative to each other and to any other rights and renedi es avail abl e
under | aw.

(d) A person or business under this section shall not be required
to disclose a technical breach of the security system that does not
seem reasonably likely to subject custoners to a risk of crimna
activity.

~-- END ---

p. 5 HB 2574



	Section 1.
	Section 2.
	Section 3.
	Section 4.

